
Keeping staff and resources productive in times of crisis, when your business needs them most

Inoculate Your Enterprise 
From Disruption and Disasters
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Business Disruptions Can Happen Anytime
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Today, external threats like swine flu (H1N1) outbreaks, weather events like severe winter 
storms, or extreme natural disasters like earthquakes threaten every business with  
potential disruption or disaster.

While pandemics, hurricanes, earthquakes and tsunamis make the headlines, disruptions 
and disasters can also be triggered by something as simple as a winter storm, power 
outage, bad traffic due to the closure of main arteries, hardware failure or any other event 
that keeps your workers from getting to the office or accessing vital business resources. 

Swine flu is by no means the only threat.



There is a new type of virus to worry about—not a 
computer virus, but the real-world H1N1 or swine flu 
virus. With the US Centers for Disease Control (CDC) 
anticipating up to 40% absentee rates, expect that 
many of your employees may stay home, either sick 
themselves or attending to a sick family member.

Disruptions to normal business operations often result in 
missed opportunities, lost revenue, and a damaged  
reputation. This can mean make or break for a business.

Can You Afford to Put Your Business on Sick Leave?
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During this global economic recovery, 
no business can afford to lose productivity.



You may believe you have ensured business continuity because you already have 
configured a fixed site-to-site VPN to connect remote offices together, or to reach 
your network when you are not in the office. However, with the increased 
business use of mobile and personal computing devices—and the potential 
need for teleworking in times of crisis—you also need to enable flexible secure 
access to and from unmanaged devices and unanticipated locations.  

Modern SSL VPN appliances support clients without the need to install “thick” software 
clients. This allows companies to use remote access for easily connecting workers unable 
to get into the office during a disaster, as well as for regular connections like remote 
offices and travelling laptops. SSL VPN technology also supports anywhere, anytime 
access to critical network resources from managed and unmanaged endpoints such as 
smartphones and mobile PDAs.

Run Your Business from Anywhere
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Is your VPN flexible enough to connect all your employees 
who cannot reach the office during a disaster?



SonicWALL® Aventail E-Class Secure Remote Access appliances play an intrinsic role in 
overall Business Continuity for many real-world enterprises, providing a secure application 
access gateway at main data centers, ensuring a model of redundancy at the data center, 
and serving as a gateway to hot, warm or cold Disaster Recovery facilities. 

Inoculate your Enterprise from Disruption and Disasters—
with SonicWALL

Enterprise organizations must ensure that they protect themselves from not only 
business disruptions and disasters, but also the threat of mobile devices transmitting 
malware and viruses to the network. SonicWALL® Clean VPN delivers the critical dual 
protection of SSL VPN and high-performance Unified Threat Management (UTM) 
necessary to secure both VPN access and traffic. This level of secure remote access helps 
organizations and their employees to stay productive and healthy during periods of 
business disruption. 
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The SonicWALL Solution: Effective Contingency Strategy  
for the Enterprise

SonicWALL provides a host of solutions that support business continuity and disaster recovery. 

n  SonicWALL Clean VPN provides the multi-layered dual protection to decrypt and 
decontaminate all authorized SSL VPN traffic before it enters your network environment. 

n  The SonicWALL E-Class SRA Spike License Pack provides the flexibility to increase 
secure remote access to more employees instantly in an emergency.

n  SonicWALL Management and Reporting solutions offer tremendous value in 
providing uniform management for SonicWALL appliances coupled with the value  
of real-time logging and historical reporting.
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Make sure your VPN is as secure 
                       as your WAN running deep packet inspection.

SonicWALL Clean VPN

SonicWALL Clean VPN combines SSL VPN and high-performance Unified Threat Management (UTM) to protect the  
integrity of your VPN access by establishing trust for your remote users and their endpoint devices, using enforced  
authentication, data encryption, and granular access policy. 

SonicWALL Clean VPN:
Protects the integrity of your VPN access by establishing trust for your remote  
users and their endpoint devices, using enforced authentication, data encryption, 
and granular access policy

Secures the integrity of your VPN traffic by establishing trust for this traffic, by 
cleaning and authorizing all inbound traffic for malware, and checking all 
outbound VPN traffic in real time

This dual protection of SonicWALL Clean VPN provides a multi-layered approach that 
enables you to decrypt and decontaminate all authorized SSL VPN traffic before it enters 
your network environment

6

1

2



The SonicWALL E-Class SRA Spike License Pack
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Remote access is critical for any disaster recovery plan. It is critical in maintaining workforce  
continuity in times of severe business disruptions. The SonicWALL E-Class Secure Remote Access 
(SRA) Spike License Pack is a temporary capacity add-on license that allows you to increase  
remote user count by hundreds, or even thousands, during a disaster or other business disruption. 

This works like an insurance policy 
toward any future planned or unplanned eventuality 

	       when remote access traffic 
	 could spike dramatically.  

Spike License
Pack



SonicWALL Management and Reporting Solutions
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SonicWALL’s management and reporting solutions provide central policy 
management, real-time monitoring and alerts, and intuitive compliance 
and usage reports, all from a single management interface. In times of 
crisis, SonicWALL Management, Monitoring and Reporting solutions help 
enterprises manage hundreds or thousands of devices and security  
policies across distributed geographic locations.

These solutions securely centralize management, system-level access, auditable logging and 
compliance reporting to aid in global regulatory initiatives. They also provide enterprise-class 
scalability and redundancy, which assists in maximizing network uptime resulting in lower risk.

Cohesive management is vital 
to business continuity. ViewPoint

Global
Management

System
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Unsurpassed Reliability

During an emergency, you need to count on your  
continuity and recovery solutions to see you through.

For added reliability, SonicWALL Aventail E-Class SRAs also offer high 
availability (HA) with integrated load balancing and active/active stateful 
failover on the SRA EX7000 and EX6000, eliminating the added cost of a 
third-party load balancer. In addition, SonicWALL E-Class NSA firewalls 
also provide HA, integrated load balancing and stateful failover.

SonicWALL Business Continuity solutions  
provide the peace of mind that 

	 comes with unsurpassed reliability.
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How Can I Learn More? 
n	 Download the SonicWALL Clean VPN Whitepaper
n	 Download the SonicWALL Swine Flu Solution Brief 
n	 To opt in to receive SonicWALL newsletters 

For feedback on this e-book or other SonicWALL e-books or whitepapers, please send an e-mail to
feedback@sonicwall.com.

About SonicWALL
SonicWALL® is a recognized leader in comprehensive information security solutions. SonicWALL  
solutions integrate dynamically intelligent services, software and hardware that engineer the risk, cost 
and complexity out of running a high-performance business network. For more information, visit the 
company Web site at www.sonicwall.com.

SonicWALL, Inc.   

2001 Logic Drive, San Jose, CA 95124   

T +1 408.745.9600   F +1 408.745.9300   

www.sonicwall.com		
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