
usiness is merciless .
If you' re

notthereforyourcustomers
,

comerain
,

hailor shine
,

one of

yourcompetitorswillbe .
Andyet a recent

surveybyYouGovfoundthattheheavy
snowfall thisJanuarycausedemployees

in theUK
to

miss124millionhours of

work . Thoselosthoursmeanmissed
deadlinesandultimately ,

forsome
,

lost
clients

.
Thesurveyalsofoundonly11%%

of thepeoplewhocouldn' t
travel to the

officehadtheoption to workremotely.

Manycompaniesdon' t
liketheidea

of
remoteworking . This is particularly

true of smallerbusinesses that fear
remoteworking is

difficult to implement.
Butsmallercompaniesneedallhands

ondeck if they' re to keep
functioningand that' s exactlywhatremoteworking
candeliver . In thisfeature

,

welook at

ways of safelyimplementingremote

accessthatwillhelpkeepyourcompany

workinghardevenwhen therest
of the

countrycomes to
a standstill.

Remote

Co
)

EP
forsmallbusinesses

KARLWRIGHTEXPLAINSHOWTOKEEPYOURWORKERSONTHEJOB

EVENWHENTERRIBLEWEATHERMEANSTHEOFFICE IS
EMPTY

Thedarkart of virtualprivatenetworking
Mostoften

,

virtualprivatenetwork
(

VPN
)

technology underpinsremoteaccess.

A VPN is
a means of privatelyand

securelysendinginformation over a

publicnetwork
, usuallytheinternet.

In a
classic VPN

,

theclientusesthe
IPsecprotocolsuite to bothauthenticate
itselfwiththeserverandthen to

encryptthepackets thatareexchanged
betweenclientandserverduringthe
communication . Clientandserver

decrypteachother' s messagesusing
a pre-shared key.

Although they' vebeenaroundfor
years ,

VPNsareregardedbymany IT

professionals assomething of
a

darkart
:

a technology thatalwaysrequires a lot
of tinkering andexperimentation to

make it
worksmoothly . Thisisn' t

entirely a misconception . Configuring
a VPN is rarelyasstraightforwardas
its instructionmanual

,

letalonethe

marketingbumf
,

wouldhaveyoubelieve.

Thatsaid
,

in thepastfewyearsa
number

of developments havetakenplace that
havemade it easierforevensmall

companies to runVPNs.
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Outsourcing
If youdon' t want to get involved in

configuring andmanaging a

VPN
,

then
youcansimplyoutsource . Generally
speaking ,

therearetwotypes of

outsource service . Withthefirstoption ,

yourworkersconnect to yourLAN

throughtheoutsourcevendor'
s VPN

gateway . Youdon' t needanyhardware
onsite

; yousimplyinstallthevendor'
s

clientsoftwareonyourlaptopsandpay
a monthly feeperuser . Alternatively,

youcouldchoose to havethehardware
installedonyournetwork

,

butthenpay
a thirdparty , usually theresellerfrom
whomyoubought it

,

to manage it.

Theadvantages of
a managedVPN

servicearesimplicityandpredictable
costs

,

buttherearepitfalls too . Passing
yourdatathrough a thirdpartymeans

it'
s alsoout

of yourcontrol
,

and if

something goeswrongwiththe
supplier' s

service there' s nothing
youcandoabout it.

Anotherdownside
is agreeing and

understanding yoursecurity needs.
ProfessorJohnWalker of Information

SystemsAuditandControl Association

(

ISACA
)

describestheproblem :

"

I' velost
count

of thenumber of times I' vebeen to

organisationsanddiscovered thatthey
haven'

t sharedtheirsecurity policies
with theirmanagedservices vendor

. You
can' t afford

to bevagueaboutthese

things . Unlessyourvendorknowsyour
preciserequirements , youmaynotbe
assecureasyouthinkyouare. "

Over thelong-term , youmayfind
a

managedservicecostsmore . UTMsand
VPN-enabledroutersgenerallycost
between£400and£1 ,500 , depending
on itsfeaturesand thenumber of remote
users required . Managedservicesstart
at around£20peruserpermonth.

Clearly ,

theacquisitioncost of a device
isn'

t thesameasitstotalcost of

ownership ,

butwitheven a moderate
number

of users it won'
t takelongbefore

you'vepaidmorethanyouwouldhave
to justbuythehardware.

Outsourcingcomes intoitsown
is

when it addsvalueaboveandbeyond
providing theVPNconnection

.
For

instance
,

iPassprovidesconnection

managementsoftware that
, amongother

things , dynamicallymonitorswhich
network a user is connecting to . iPass
itselfdoesn'

t actuallyprovide a VPN

service
,

butthecompany' s channel

partners (

seewww3.ipass.com for a list
)

canprovide it withanoutsourcedVPN
service . Thesoftwareitselfmonitors and
controlshowyourusersconnect to the
internet

. Whenyou' re at theoffice
,

the
clientstaysdormant . Butwhenthe

laptopconnects to an
unknownnetworktheiPass
clientwill

,

if soconfigured ,

automatically connect
to the

companyVPN
. Youcaneven

configureiPass to connect to

theVPNdepending onwhich

application is launched.
With a relativelysimple
addition to yourmanaged
service

, yougreatlysimplify
assetmanagementand
policyenforcement.

Another approach to outsourcing is to

useanonlineservice
,

suchasLogMeln' s

Hamachi . Hamachi is anonlineservice
thatprovidesclientswith

a
VPNthat' s

easy to configure . It costs$199
(

£125
)

for
a 256-user licence . Toget it working ,

simply register ontheHamachiwebsite

( www.pcpro.co.uk /

links
/

187remotel
)

andcreate a network . Download the
Hamachiclient to yourPCs

,

installthem
andaddthem to yournetworkusingyour
Hamachi logindetails.

Doyoualreadyhavewhat
it takes?

Beforeyouspendanymoney ,

check if

youalreadyhavehardware or software
thatcanprovideremoteaccess to the
network . Yourcurrent routermayalready
haveVPN functionsbuilt in

; many
businessmodelsdo . It' s alsopossible

to addSSLVPN capabilities to some

network-edge devices forinstance
,

someSonicWALLgateways through a

simplefirmwareupdate . Note
, you' ll

have to payforthis.
Evenifyournetwork-edge hardware

doesn' t have
a built-inVPN

,

chances
arethatyourserverdoes . Theserver
versions of allnewLinuxdistroshave
theirownVPNimplementations . Ubuntu
Server

,

forexample ,

comesbundled
withOpenVPN ,

whileRedHathas

applications thatallowyou to create
VPNsbasedonboththestandardIPsec

protocolsuiteandtheCIPEprotocol ,

an
encryptionprotocoldeveloped mainly for
usewithLinux . Doingthings in thisway ,

youcansavemoneybyturninganold
serverinto a Linuxboxandconfiguring
it
as a VPN . Or

,

if youdon' t want to

configure a Linuxboxfromscratch
, you

coulddownload a pre-configuredvirtual
machine from a companysuchasAstaro :

hardwarecostsarestillnil
(

or close
to

nil
)

,

butthere' s a lotlesswork to do.
MicrosoftSmallBusinessServer

alsohasanintegratedVPN . In the2008
versionthishasbeensimplifiedsothat
it canbesetupwithonly a fewclicks

using theConfigure a VirtualPrivate
Networkwizard . Torunthis

, open
theWindows SBSConsoleand in the

LogMeinHamachi

EIRIZIMIZEM=121 :

Et5.251.255.173AUTO

i
i

it
I

HAL - 5.251 ,42.157

+

Aswellas
simplenetwork
browsing , you
canconfigure
Hamachi to allow
applications to

runoveryour
securechannel

,

justasyou
wouldwith a

normal VPN.

Network tabselect "

Connect

to a VPN "

. Thewizardwill
configureRoutingand
RemoteAccess

(

RRAS
)

to acceptVPNconnections
,

theDHCP to workwith
remoteclientsand

,

if your
external firewall supports
UPnP

,

willevenopenport
1723foryou . Aslongasyou
alreadyhavetheSBSand
CALsfortheaffectedusers

,

settingupyourVPNthisway
is freeandallowsup to 250users to

connectsimultaneously . Theclient
software is already a part of Windows.

Alternatively , usingWindowsServer
2008R2andWindows 7

clientsallows

you to avoidVPNsaltogether ,

and
connect via a new technology called

DirectAccess.

Finally ,

SoThin
(

www.sothin.net
)

hasjustreleasedThinPackage . This
letsemployeesusetheirworkPCsand
networkremotely . Itschiefattraction is

itsprice : £99excVATforthesoftware

(

withnolimitonusers
) plus£49excVAT

fortheUpgradeProtectionpackage ,

which is mandatoryforthefirstyear.

RoutersandUTMs

Mostmanufacturers of businessrouters
make

a productthat' s also a VPN

gateway . Thesedevices range in price
fromthe£50CiscoWRV210 to the£140
NetgearFVS338 . Thecheaperdevices
tend to offerbasicIPsecVPNnetworking
foranythingup to tenusers . Yousimply
createuseraccountsontherouter itself

,

enable theVPNfunctionandenter a

pre-sharedpasskey : andthat' s theVPN

upandrunning . Your userscanconnect

usingeithertherouter' s clientsoftware
or theWindows VPNclient.

Although limited in comparison
withmoreexpensivedevices

,

it' s still
surprisingwhatyoucanachievewith
these relativelysimplebuilt-inVPN

gateways . Take
,

forinstance
,

thecase
of SwiftTechnologyGroup ,

a small
engineeringtechnology companywith
officesaroundthecountryand

a small
butgrowing number of remote workers.

Currently ,

theremoteusers
,

whoare
often transferringmanygigabytesworth
of CADdata

,

alldialinto a single£90
routerwithsupport foreight
simultaneous VPNconnections.

Butasmoreremoteworkers come

online
,

thecompany' s
needsare

quicklyoutstripping its infrastructure.
SamDickinson

,

thecompany' s
IT

manager ,

whoalsodoublesasdesign
manager ,

isn' t daunted . He'
s already

experimenting with a site-to-sitetunnel In
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h
)

Intent! connection

Internet Domain None

1411MEINEVIIM
Web ServerCertificate

----TheVirtualPrivateNetworking wizardfinishedsuccessfully

Corligsne rotaprivetnetweekeng onthesenor

A
Internet roue.

ViewWsnung Nu&

ThuMeer IS howcontipused sothatremoteuse " canconnecttomenetwork Iron , anywhete onthe
Internet byUsing a

Vatt connection . Theremoteus.
,

mustfirstsetup a VON connectionontheir remote
Wentcomoutem . Pot instiunionsshoothow to do this

.
seeWindowsSmallBusinessSer-e , NOEGhent

ComputerHet.

Thean.
colnetOpenportsonthemethYoumustsnanuelly spanportITS3

end

KIM d to
theft , Neches , of fixswer . forinfortnation * sot it.nwittytpenirg portson

yearn : Om ,

setthe dociententetion fromyour router immixture ,

betweenthetwomainofficesusing
anotherrouter of thesamemodel.

Doublingthenumber of remote

connectionsavailable willsolvethe

company' s remoteworking limitations
,

andalsoallow it to synchronisebackup
betweenthetwositesovertheVPN

usinganIDSbox
(

webID : 351127
)

.
"I like

to push thekitandseewhat it' s capable
of

,

" Samexplains .

"

If I cangeteverything
I
needfor£180

,

somuchthebetter. "

Moreexpensivedevicescomewith a

broader range of features . Theymayoffer
a variety of

means of authentication
,

including integrationwithActive

Directory . Theyevensupportone-time

passwords ,

whicharetexted to the
user' s

mobilephonewhentheyrequest
a

connection . ManydedicatedVPN

devicesalsosupportconnectionsfor
mobiledevices . CiscoASA5500Security

Appliances ,

for instance
,

comewiththeir
own iPhoneclient . Alternatively ,

lookfor
a
devicethatsupportsIPsecwithIKE

ExtendedAuthentication
,

asusedbythe
' Phone' s IPsecclient.

Anotherfunctionthatmanypricier
VPNgatewaysoffer is theability to

host
anSSLVPN . Butdon' t bescaredbythe
word "

pricier
"

. For instance
, youcan

buytheSonicWALLSSL-VPN 200for
around£400excVAT . Securedwiththe
SSLbrowserencryptionprotocol ,

these
VPNsaresupposedlyeasier to use
thanconventional IPsecVPNs .

Instead
of usingspecial software to log in

,

userssimplybrowse to your
organisation' s

VPNhomepage , log in

and a secureconnection is established.
ThefirstSSLVPNsonlyprovidedaccess

to browser-based applicationsand
to simplefilebrowsing . Most of the
currentcrop ,

however
, support

port-forwarding to specificapplications :

soyourbusinesssoftwarecanusethe
secureconnectionandoperateas it

normallywould
,

without theuser

having to doanyspecialconfiguration.
In practice , installingtheJavaScript

applets thatmostSSLVPNsuse to

connectcanbetricky ,

oftenrequiring
fiddlingwithInternet Explorersecurity

settings to getthemworking .
It'

s
worth

bearing this in mindwhenyoufirstlet
yourusers looseonyournewVPN.

Moreseriously ,

in November 2009the
Americangovernment securityagency
US-Certreported a potential securityflaw
in clientlessSSLVPNs

(

seewww.pcpro.
co.uk

/

Unks
/

187remote2
)

.
Sitesopenin

thesamebrowserasanSSLVPNcan

potentially runscriptsontheVPNpages
to extractconfidentialinformation.

Beforechoosing a productwithSSLVPN

capabilities , youshouldaskthevendor
howitstechnology willprotectyou
against thisvulnerability.

A finalwordonhardware devices :

marketingbrochuresoftenclaim things
suchas " thisdevicecanbeupand

running in lessthananhour "

. This

' MIMSkeitMO

Pan..
" riesworsens ,

et11,..et
" wrimernoemonsoi

TheVPN
wizard in

WindowsSmall
BusinessServer
2008configures
theserver' s VPN
function In a few
steps ;

here it' s

warningusthat
theroutermust
beconfigured
manually.

.V

ThisCisco
SA540 routerhas
assignedclient
PCsaddresses
startingwith
10.72.100.0 to

avoidconflict
withremote
networks.

lies esumeeerenee

0

mu m Mau McittpTunn.10." env toes Rem. A. Ther f e. tl h.%%...WI
JI

Ew.01._
)

j

ot ,Imatoreetittall
fee . Nammewssunnfinime Tee . LocalRennie A . f

assumes you' re alreadyfamiliarwith
VPNsandwillknowthingssuchasnot

to assignyourvirtualadapters' IP

addressesfromthesamerangeasthose
of theirlocalnetwork

,

andlotsof
other

smalldetailsthatwillprevent yourVPN

working if youdon' t getthemright.

Supportandassetmanagement
Anotherchallenge is how to

maintain

andsupportmachinesthatareremote

forlongperiods of time . Lockingdown
thePC to prevent remoteusers installing
theirownsoftwarecanbeeasily
achievedusingGroupPolicy .

What'
s

trickier is educatingusersthat they
have a clearpipeintoyourcompany' s

IT infrastructure : anynastystuffthey
accidentally installontheirPCcanand
willattackthecompany . Tothisend

,

makesurethatinternetusagepolicies
arefollowed .

If you' re using a managed
service

, yourprovider' s clientmayforce

theusers to
connectthrough theVPN

whenevertheywant to goonline .
Client

software fromsomeroutersalso

supportsthisfunction.

Support is perhaps theeasiest of

theseproblems to solve . Thereare
several remotesolutionsonthemarket

forinstance
, LogMelnRescueand

NetSupport Manager thatallowyour IT

staff to securely takecontrol of
and

troubleshootremoteclients .
If you' re

running a Windowsnetwork
, youcan

alsoconfigureWindows ServerUpdate
Services

(

WSUS
)

to
validateonlyupdates

( according to yourpolicies )
, leavingthe

clientmachine to downloadfromthe
Microsoftservers . Makingsurethat
clientsonlygetvalidated updatescan

greatlysimplifysupport.

Conclusion

RobBamforth
, principalanalyst in

communication
,

collaboration and

convergence Quocirca ,

seesremote

workingassomethingthatcanhelp
SMBscompetewiththeir largerrivals.

"

In thesamewaythattheinternet

empowered SMBsbygivingthem a

virtualpresence thatbelied theirsize
,

remoteworkingallowsSMBsandSoHos

to becomemini-enterprises , competing
in anadhocneeds-drivenwaywith...

largerorganisations.
"

More thaneverbefore
,

there' s now
a range of competingtechnologies

designed to keepsmallbusinesses

connectedandworking ,

nomatterwhat.

Notonlycanthistechnology protectyour

companyagainstnaturaldisaster
,

it can

alsohelpyoubeeverywhere ,

allthetime
and in doingso

,

leveltheplaying field
betweenSMBandenterprise . "
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