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SSL
VPNsarethepreferred

method of providingsecure

remoteaccess to network
resourcesastheyarefareasier to

deploythanlPsecVPNsandneed
almostnoclientconfiguration at all.
SonicWALL'

s AventailEXfamily of

appliancesfocusesonmid-sized
businessesandenterprisesandaim

to
deliver a comprehensiverange of

networkaccesscontrols.
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TheEX6000

represents the
middleground in

thisfamilyand
canhandleup to

250concurrent
connections . This1Urack

appliance hasa reasonable

hardwarespeccomprising a 2GHz

single-core IntelCeleron
, partnered

by1GB of DDR2memory . The
networkconnectionsarehandled

by a quartet of Gigabitports at the
front

,

withonesetasideforhigh
availability functions.

Thelatestversion
(

10.0
)

of

TrendMicro
MobileSecurity
5.1
Allyouwantfor
yourportableP54

SonicWALL
'

s
SRAsoftwareadds a

range of featureswhichinclude
activation

of theLCDpaneland
controlpad . Previously ,

thisonly
showedhardwareerrorsbutcan
nowbeused to setupbasicssuch
asnetworkaddressesandgateways.

Installationsetsoff to a cracking
pace . Youpoint a webbrowser at

theappliance' s default IP address

andyou' re presentedwith a

quickstartwizardthattakesyouthrough
configuringnetworkparameters ,

commercial or self-signedcertificates

andencryption methods . The
wizardcanalsohelpsetup a test

securitypolicywithuseraccounts
,

resourcesandaccesscontrols.
Theapplianceclassesnetwork

resourcesunderthreemaingroups ,

withthefirstdefiningweb
resourcesthatrunoverhttp or

https . Nextupareclientandserver
resourceswhichdefineapplications
thatrunoverTCP / IP andlastlyyou
havefileshares.

Tosecureaccess to theseresources

youuserealms to determinehow
usersareauthenticatedandaccess

allowed . Theappliancesupports
multiplerealms

,

soyoucanhave a

selection of authenticationmethods

rangingfromLDAPandAD to

RadiusandPKI.
WeoptedforADauthentication

wherewecouldaddusersbycalling
upthesearch facilityandimporting
users . Whenusersaccess thelogin
portaltheyarepresentedwith
multiplerealmsand it'

s easy to hide
realmssoonlyusersthatknowtheir
identitycanlogon to them.

A keyfeature of theSRA

appliances is communities
,

which
areused

to
easemanagementby

groupingsets of userswhohave
similarrequirements withaccess

controlrestrictionsandpermissions.
Eachrealmcanhavemultiple
communitieswhereyouselectusers
andpickyouraccessmethods.

Resourcesaredeclaredas
networkobjectsandcanrangefrom
webURLs

,

IP address ranges ,

subnetsanddomains to Citrix
serverfarmsandfullUNCpathsfor
fileshares . Wefoundtheseeasy to

createandwereable to define
resourcesforourinternalweb

,

F1P
andmailserversandcouldplace
shortcuts forusersontheAventail

Workplaceportal foreasyaccess.

Whendefiningspecific
applicationsyouuseprofiles ;

and
singlesign-oncanbe implemented
bypassing a user'

s logindetails

directly to theapplication.
Whensettingupaccesscontrol

restrictions
,

if youoptforany
softwareagent it willactivatethe
SmartAccessfeature

,

whichscans

theclient'
s system . It usesdevice

profilesforWindows
,

Macintosh
,

LinuxandWindowsMobile

systemsandcontainsattributessuch
aspersonalanti-virus or firewall

v-GoAccess
Accelerator
Suite
Passwordstaken
wellcare of P60

software
, specificapplications ,

a

directory ,

file or even a registrykey.
UserswillfindtheAventail

Workplacewebportal a pleasant
experiencewheretheyarepresented
withshortcuts to permitted
applicationsandnetworkresources

andcanbeallowed to createtheir
ownshortcuts . Mobileworkers can
havetheOnDemandagentload
whentheyaccess theWorkplace
andclosing it willlogthemout

of

anyactiveapplications . The
ConnectTunnelandMobileutilities

preventdatabeingwritten to local
harddisks

,

whiletheCacheControl
cleansouttemporaryfiles

, history,

cookiesandpasswords.
TheEX6000 is a powerfulSSL

VPNappliancethat impresseswith
itsswiftdeploymentandease of

use.

It deliversanexcellent range of

accesscontrolsandsecurity
measuresandthislatestversion

bringsevenmore to thetable.
DaveMitchell
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OVERALL RATING * * * * *

ForSwiftdeployment ,

intuitive
managementinterface

, goodaccess
controlsandclientsecurity ,

Smart
Accessendpointscanning

AgainstAppliancenotthebestvalue

VerdictSonicWALLoffersan
enterpriselevel SSLVPNsolution that is easy to

deployanddelivers toughsecurity
measuresandcontrols forremote
access to networkresources
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